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Preface

This preface as well as all footnotes, annexes, and draft technical reports associated with this
standard are included for information purposes only and are not part of ANSI/ISA-18.2-2016.

This standard has been prepared as part of the service of ISA, the International Society of
Automation, toward a goal of uniformity in the field of instrumentation. To be of real value, this
document should not be static but should be subject to periodic review. Toward this end, the
Society welcomes all comments and criticisms and asks that they be addressed to the Secretary,
Standards and Practices Board; ISA, 67 Alexander Drive; P.O. Box 12277; Research Triangle
Park, NC 277099; Telephone (919) 549-8411; Fax (919) 549-8288; E-mail: standards@isa.org.

This ISA Standards and Practices Department is aware of the growing need for attention to the
metric system of units in general, and the International System of Units (Sl) in particular, in the
preparation of instrumentation standards, recommended practices, and technical reports. The
Department is further aware of the benefits of USA users of ISA standards of incorporating
suitable references to the Sl (and the metric system) in their business and professional dealings
with other countries. Toward this end, the Department will endeavor to introduce S| and
acceptable metric units in all new and revised standards to the greatest extent possible. The
Metric Practice Guide, which has been published by the Institute of Electrical and Electronics
Engineers (IEEE) as ANSI/IEEE Std. 268-1992, and future revisions, will be the reference guide
for definitions, symbols, abbreviations, and conversion factors.

It is the policy of ISA to encourage and welcome the participation of all concerned individuals
and interests in the development of ISA standards. Participation in the ISA standards-making
process by an individual in no way constitutes endorsement by the employer of that individual, of
ISA, or of any of the standards, recommended practices, and technical reports that ISA
develops.

This standard is structured to follow the IEC guidelines. Therefore, the first three sections
discuss the Scope of the standard, Normative References and Definitions, in that order.

CAUTION — ISA ADHERES TO THE POLICY OF THE AMERICAN NATIONAL STANDARDS
INSTITUTE WITH REGARD TO PATENTS. IF ISA IS INFORMED OF AN EXISTING PATENT
THAT IS REQUIRED FOR USE OF THE STANDARD, IT WILL REQUIRE THE OWNER OF THE
PATENT TO EITHER GRANT A ROYALTY-FREE LICENSE FOR USE OF THE PATENT BY
USERS COMPLYING WITH THE STANDARD OR A LICENSE ON REASONABLE TERMS AND
CONDITIONS THAT ARE FREE FROM UNFAIR DISCRIMINATION.

EVEN IF ISA IS UNAWARE OF ANY PATENT COVERING THIS STANDARD, THE USER IS
CAUTIONED THAT IMPLEMENTATION OF THE STANDARD MAY REQUIRE USE OF
TECHNIQUES, PROCESSES, OR MATERIALS COVERED BY PATENT RIGHTS. ISA TAKES
NO POSITION ON THE EXISTENCE OR VALIDITY OF ANY PATENT RIGHTS THAT MAY BE
INVOLVED IN IMPLEMENTING THE STANDARD. ISA IS NOT RESPONSIBLE FOR
IDENTIFYING ALL PATENTS THAT MAY REQUIRE A LICENSE BEFORE IMPLEMENTATION
OF THE STANDARD OR FOR INVESTIGATING THE VALIDITY OR SCOPE OF ANY PATENTS
BROUGHT TO ITS ATTENTION. THE USER SHOULD CAREFULLY INVESTIGATE RELEVANT
PATENTS BEFORE USING THE STANDARD FOR THE USER’S INTENDED APPLICATION.

HOWEVER, ISA ASKS THAT ANYONE REVIEWING THIS STANDARD WHO IS AWARE OF
ANY PATENTS THAT MAY IMPACT IMPLEMENTATION OF THE STANDARD NOTIFY THE
ISA STANDARDS AND PRACTICES DEPARTMENT OF THE PATENT AND ITS OWNER.
ADDITIONALLY, THE USE OF THIS STANDARD MAY INVOLVE HAZARDOUS MATERIALS,
OPERATIONS OR EQUIPMENT. THE STANDARD CANNOT ANTICIPATE ALL POSSIBLE
APPLICATIONS OR ADDRESS ALL POSSIBLE SAFETY ISSUES ASSOCIATED WITH USE IN
HAZARDOUS CONDITIONS. THE USER OF THIS STANDARD MUST EXERCISE SOUND
PROFESSIONAL JUDGMENT CONCERNING ITS USE AND APPLICABILITY UNDER THE
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USER’S PARTICULAR CIRCUMSTANCES. THE USER MUST ALSO CONSIDER THE
APPLICABILITY OF ANY GOVERNMENTAL REGULATORY LIMITATIONS AND
ESTABLISHED SAFETY AND HEALTH PRACTICES BEFORE IMPLEMENTING THIS
STANDARD.

THE USER OF THIS DOCUMENT SHOULD BE AWARE THAT THIS DOCUMENT MAY BE
IMPACTED BY ELECTRONIC SECURITY ISSUES. THE COMMITTEE HAS NOT YET
ADDRESSED THE POTENTIAL ISSUES IN THIS VERSION.

The following people served as voting members of ISA18 and approved this standard on 7
December 2015:

NAME COMPANY

D. Dunn, Co-Chair Consultant

N. Sands, Co-Chair DuPont

B. Fitzpatrick, Managing Director Wood Group Mustang

J. Alford Consultant

S. Apple Schneider Electric

J. Bogdan J Bogdan Consulting LLC

K. Brown Enbridge Inc.

M. Brown Matrikon Inc.

A. Bryant Oxy Inc.

J. Campbell Consultant

M. Carter SIS-TECH Solutions

L. Dubois UReason

B. Hollifield PAS

S. Kandasamy Chevron Energy Technology Company
D. Logerot ProSys Inc.

C. Lunty Suncor

M. Marvan Shell Canada

D. Metzger DPM Consulting

L. Myers Consultant

G. Nasby City of Guelph Water Services
G. Plowman Rockwell Automation

D. Rothenberg D Roth Inc.

T. Stauffer Exida Co.

D. Strobhar Beville Engineering Inc.

B. Vall URS PS/ AECOM

K. Van Camp Emerson Process Management
D. Visnich Burns & McDonnell

R. Weibel Tips Inc.

This published standard was approved for publication by the ISA Standards and Practices Board
on 7 March 2016.

NAME COMPANY

N. Sands, Vice President DuPont

D. Bartusiak ExxonMobil Research & Engineering
P. Brett Honeywell Inc.

E. Cosman OIT Concepts, LLC

D. Dunn Consultant

J. Federlein Federlein & Assoc. LLC

B. Fitzpatrick Wood Group Mustang

J. Gilsinn Kenexis Consulting

J.-P. Hauet KB Intelligence

J. Jamison

Encana Corp.

This is a preview. Click here to purchase the full publication.



https://www.elecenghub.com/ISA/174393744/ISA-18.2?src=spdf

D. Lee

K.-P. Lindner
T. McAvinew
V. Mezzano
C. Monchinski
D. Reed

H. Sasajima
T. Schnaare
J. Tatera

K. Unger

I. Verhappen
D. Visnich
W. Weidman
J. Weiss

M. Wilkins

D. Zetterberg

-5- ANSI/ISA-18.2-2016

UCDS

Endress+Hauser Process Solutions AG
Consultant

Fluor Corp.

Automated Control Concepts Inc.
Rockwell Automation

Azbil Corp.

Rosemount Inc.

Tatera & Associates Inc.
Consultant

Industrial Automation Networks
Burns & McDonnell

Consultant

Applied Control Solutions LLC
Yokogawa

Chevron Energy

This is a preview. Click here to purchase the full publication.



https://www.elecenghub.com/ISA/174393744/ISA-18.2?src=spdf

This page intentionally left blank.

This is a preview. Click here to purchase the full publication.



https://www.elecenghub.com/ISA/174393744/ISA-18.2?src=spdf

-7 - ANSI/ISA-18.2-2016

CONTENTS
T oo LU o 11 o 1S PP 11
8 S To o o T TP 13
1.1 General appliCability ......couieri e 13
1.2 EXClusions and iNCIUSIONS ... e e 14
2 NOIMaATIVE TEIEIENCES o et e e 15
Terms, definitions, and @CrONYMS ... ees 15
3.1 Terms and definitionNs . ..o 15
3.2 A VI ONS o s 25
4 Conformance to this Standard...........ooeiiiiiiiiii 25
4.1 ConformancCe QUIANCE .......ciuu ittt e e 25
4.2 EXIStiNG SYSIEMS e e 25
4.3 Use of required functionalities ...........oooeiiiiiiii e 26
4.4 ReESPONSIDIITY et e 26
5 Alarm system MOAeIS ... e 26
5.1 AlArmM SY S OMS e 26
5.2 Alarm management HfECYCIE ... e 26
LT T A P T 0 1= - 1 (=T 31
5.4  Alarm response tMeElINe . ... e 35
5.5 Feedback model of operator — process interaction ........c...covveiviiiiiiiiiiiineees 37
6 Alrm PRIIOSOPNY .. e 38
L I U1 o o 1= = PP 38
6.2  Alarm philosophy CONteNtS . ..o 38
6.3 Alarm philosophy development and maintenance ..........c.cooiveiiiiiici i 44
7 Alarm system requirements SPecifiCation .........ccoiviiiiiiiii 45
7 PUI PO e e 45
7.2 ReCOMMENAAtiONS ...t e 45
7.3 DEVRIOPMENT .. 45
7.4 Systems evaluation ... 46
7.5  Packaged SYSTEIMS ...cuiiii it e e e 46
7.6 CUSTOMIZAtION L. e e 46
7.7 Alarm system requirements teStiNg ..o 46
8 1deNtifiCAtiON oo 46
S T B eV o o 1] = PP PTPT 46
8.2 Alarm identification methods ..o 46
8.3 Identification training ... e 47
8.4 Identification documentation ..o 47
9 RatioNaliZation ... 47
12 B VT o To =] PP UPTPPTUPIN 47
9.2 Rationalization documentation ... ... 47
9.8 Alarm JUSHTICAIION ... 48
9.4 Alarm setpoint determination ... 49
0.8 PO Zat 0N s 49

This is a preview. Click here to purchase the full publication.



https://www.elecenghub.com/ISA/174393744/ISA-18.2?src=spdf

ANSI/ISA-18.2-2016 -8 -

10

11

12

13

14

9.6 ClasSifiCaliON ..euieeiiiei e 49
1S I A = =N o PR UPPUPRPRN 50
9.8 Removal of rejected alarms . ... 50
9.9 DOCUMENTATION ...ttt 50
Detailed design: basic alarm desSign ... 50
L O B e V[ ¢ 0T F- 1= T PP 50
10.2 Basic alarm design capabilities .........covriiiiiii 50
10.3 Usage of alarm states .......couiiiiiiii e 50
LT A =1 1 1 7 o L= PP 51
10.5 Alarm attribDULES ..o e 51
10.6 Programmatic changes to alarm attributes ..., 53
10.7 Review basic alarm deSign ... oo 53
Detailed design: human-machine interface design for alarm systems............cc.ccoeeeiennn. 53
L I T o] g o To 1T PP 53
T1.2 HMIFUNCHIONS ot 53
11.3 Alarm states iNdiCatioNs ... 54
11.4 Alarm priority iNdiCAtIONS ....cuuiie 56
11.5 Alarm message iNAICatIONS ... 57
T1.6 ALGIM AiSPIAY S . ittt 57
11,7 AlArm SNEIVING .o et 60
11.8 OUL-0f-SEIrVICE @larmMS ... i 61
11.9 Alarms suppressed by deSign ... couu i 62
11.10 Alarm annunciator integration ... ... 63
1111 Safety alarm HMI ..o e 64
Detailed design: enhanced and advanced alarm methods..........cocooiiiiiiiiiiiiii i, 64
L2 T U g oo 1T PP 64
12.2 Basis of enhanced and advanced alarming .........ccooeeiiiiiiiiiinii e 64
12.3 Information liNKING ... e e 65
12.4 Logic-based alarming ... 65
12.5 Model-based alarming .......cooiiiiiii e 65
12.6 Additional alarming consSiderationsS....... ..o 66
12.7 Training, testing, and auditing SYStEMS ......oooiiiii e 67
12.8 Alarm attribute enforcement... ..., 67
IMPIEMENTATION ..o et 67
LG T R o] g oo 1T PP 67
13.2 Implementation Planning ..o 67
13.3 Implementation training . ... 67
13.4 Implementation testing and validation ... 68
13.5 Implementation documentation ..o 69
(@ 0= = 1o o PP 70
LI T U g oo 1T PP 70
14.2 Alarm reSPONSE PrOCEAUIES ...uueu it ittt et e e e e enees 70
14.3 Alarm ShelVINgG ..ooe e 70
14.4 Refresher training for Operators ... 71

This is a preview. Click here to purchase the full publication.



https://www.elecenghub.com/ISA/174393744/ISA-18.2?src=spdf

15

16

17

18

19

-9- ANSI/ISA-18.2-2016

Y=Vl ] (=] o =g o] R PP 71
LS B ¥ g 0T F- 1= T PP 71
15.2 Periodic alarm teSting . ...ccu i 72
15.3 OUL-0f-SEIVICE @larmMS ... e 72
LRSI Yo (01T o] 0 g =T o] =] o 1=Vl PP 73
15.5 EQUIPMENt replaCement ... ... i e 73
15.6 Refresher training for maintenancCe ... 73
MoNiItoring and @SSESSMENT . ... i e 74
LT I o g o To 1T PP TPP PP 74
16.2 Performance MONitOring ... e 74
16.3 Monitoring and @SSESSMENT .......iiiiiii e 74
16.4 Alarm system performance MetriCs ........co. i 74
16.5 Unauthorized alarm SUPPreSSION ... ... 77
16.6 Alarm attribute MoONItOriNg .....ooee i 77
16.7 Reporting of alarm system analySes .......c.oooiiiiiiii 77
16.8 Alarm performance Metric SUMMAIY .......couiiiiiiiii e 78
Management Of ChaNGE ... .cu. i e 78
L R o] g o To 1T PP 78
17.2 Changes subject to management of change ..., 78
17.3 Change documentation requiremMeENtS ... ....oviieiiiii e 79
17.4 Alarm removal recommendations ........c..iiuiiiiii e 79
17.5 Alarm attribute modification recommendations ...........ccooiiiiiiiiiiii i 79
¥ o [ SRR 79
18T PUIDOS e 79
18.2 BeNCIMArK . .. e et 79
18.3 AU INTEIVIBWS e e 80
18.4 Audit recoOmMmMENdatioNsS ... couuiii i 80
18.5 ACHION PIANS ..eiii e 80
BBl OG AP Y e 80

This is a preview. Click here to purchase the full publication.



https://www.elecenghub.com/ISA/174393744/ISA-18.2?src=spdf

